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Pabouas mporpamma aucruiuinael «AHdopManuoHHas 0€30MaCHOCTh W 3alUTa
uHpopMaUu» I 00yJaroIMXcs 1Mo HarpasieHuio noarotoBku 46.03.02 JlokymeHTOBEICHHE
u apxusoBezenue ([Ipodunb: Iudposas Tpanchopmalms IOKyMEHTOOOOPOTa U APXHUBHOIO
Jena), COCTaBlieHa Ha OcHoBaHMHM DelepanbHOr0 TroOCyJapCTBEHHOTO 00pa30BaTEILHOIO
CTaHJapTa BBICIIEr0 OOpa3oBaHWsA — OakajllaBpuaT IO HampasieHuto moaroroBku 46.03.02
JIOKYMEHTOBE/ICHUE U ApXUBOBEIEHUE, YTBEPKACHHOIO NpPHUKa30oM MUHHCTEpPCTBA HAayKH U
BhICIIeTO 00pazoBanust Poccuiickoit deneparuu ot 29 oktsi0ps 2020 . Ne 1343 (¢ u3m. u zom.),
[lopsinka opranu3anuy U OCyIIECTBICHUS 00pa30BaTEIbHON AEATEILHOCTH 0 00Pa30BaATEIbHBIM
MporpaMMam BBICIIET0 00pa30BaHUs — IIporpaMMaM OakajiaBpuaTa, mIporpaMmam CreluaaIuTeTa,
[porpaMMaM MarucTpaTypbl, YTBEP:KIEHHOIO MpHKa30oM MMHHCTEPCTBA HAyKH U BBICILETO
oOpazoBanusi Poccuiickoii @enepanuu ot 06 ampens 2021 r. Ne 245 (¢ u3m. u jom.), B
COOTBETCTBUHM C YUEOHBIM IUIAHOM, YTBEPKACHHBIM YueHbIM coBeToM PI'BOY BO «Jloul'Y» mis
Habopa 2026 roxa.

Pazpaborunk:
JOLEHT Kadeapbl HH(POPMAIIMOHHBIX CUCTEM
yIIPaBJICHUA, KaH/. SKOH. HAyK, JOLEHT A. M. l'mzatynun

PabGouas mporpamma omobpeHa Ha 3acenaHuu Kadeapsl HHGOPMALMOHHBIX CHCTEM
yIpaBJIeHUsI.
[Iporokon ot 13.04.2026 Ne 14.

3aBenyronuii kadenpoit H.III. TTonoMapeHko
COI'NTACOBAHO:

Bpuo nexana ¢akynpreTa MaTeMaTHKH U

WH()OPMAITMOHHBIX TEXHOJIOTHA H.E. Mamenko
16.04.2026

Y4eOHo-MeToanyYecKast KOMUCCHs (haKyJIbTeTa MaTeMaTHKH U HHPOPMALIMOHHBIX TEXHOJIOT UK.
[Tpotokomn ot 15.04.2026 Ne 3.
[Tpencenarens 10.B. AGpamenkoBa

PykoBoauTens  OCHOBHOM  0Opa3oBaTelbHOU
MPOTPAMMBI, JI-p SKOH. HAayK, IOLIEHT H.III. TTornomapeHnko
15.04.2026
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1. MECTO JUCLIUITIMHBI B CTPYKTYPE OBPA3OBATEJIBHOM ITPOI' PAMMBI

1.1. TpebGoBaHus K MpeIBAPUTEIBHON MOJATOTOBKE 00YUYAIOMIMXCS, MPEIIISCTBYONINE
U COIYTCTBYIOIIME JUCLUIUIMHBL, HA KOTOPBIX OCHOBBIBAETCS U3YUECHUE JaHHOM!

NudopManMoOHHbIE TEXHOJIOTUM B JIOKYMEHTAIIMOHHOM OO0ECIICYeHUH YIPABICHUA U
apxuBHOM jene, HMHdopManMOHHBIE TEXHOJIOITMH W HWHCTPYMEHTHl MPOTrPaMMHUpPOBAHMS,
(comyTcTBYIOMMMY qUCHUILTHHAME — CHCTEMHBIN aHAIN3 UH()OPMAIIMOHHBIX TIPOLIECCOB).

1.2.  JlucuumiauHbl, KypcoBble paOOThl U NMPAKTUKH, /Ui KOTOPHIX OCBOCHHME JAAHHOM
JUCLUIUINHBI HEOOXOIMMO KakK IPeIIeCTBYIOLIEE:!

Wndopmannonnas Oe3onmacHocTh M 3amuTa uH(popmanuu; [IpomsBoacTBeHHas

MIpaKTUKa: TPOEKTHAs MpaKkTUKa [0 apXuBOBeAECHMIO; IIpon3BOJACTBEHHAs IpaKTUKA:
npegaumioMHas; IloaroroBka k mporuenype 3aIiyThl U 3alIUTa BBITYCKHON KBaIU()UKALMOHHOM
paboTHI.

2. OIIMCAHUME AUCLHMITIIMHBI

2.1. OOmas xapakTepucTuKa

HaumeHnoBaHue nokaszaTesns 3HayeHue NoKa3aTes
HazBanue oOpa3oBateiabHOI POrpaMMbl 46.03.02 JlokyMEHTOBEIEHUE U
apxuBosezieane ([Ipoduis: udposas
TpaHcopmanus JOKyMEHT0000poTa U
ApXMBHOIO JIejIa)

[[Indp 1 Ha3BaHKE B COOTBETCTBUU C b1.B.O/1.2. Madopmarmonnast 6€301nacHOCTb
y4eOHBIM IIJIAHOM U 3a1uTa MHQOpMaIUH

Yactb 00pa3oBaTenbHON MPOrpaMMBI BapuatuBHas yacTh: BEIOOD By3a
KonunuectBo 3a4eTHBIX eqUHULL / BCETO 4acoB 4144

B cmnydae mpenbsBieHUS OT OOydYaromierocs WIW €ro poauTens (3aKOHHOTO
MIpe/ICTaBUTENsI) 3asBJICHUS Ha OOy4YeHHe MO aJanTHpPOBaHHOW 0Opa3oBaTENbHOW MpOrpaMme
BBICIIIETO0 00pa30BaHMS, MOAKPEIUICHHOTO 3aKIIOYCHHEM IICHXOJIOT0-MEIUKO-TIEAarorndecKoi
komuccuu (IIMIIK) nnm menuko-conuansHoi sxcnepTusbl (MCD) ¢ pekOMeHIAIUAMH CO3TaHHS
WHAVUBUAYATbHOW TIporpaMMbl peabwmumrtanuu u abwmranuun (MIIPA), nannas pabouas
MporpaMMa MOKET OBITh aJalTHPOBAHA C YYETOM HHAMBUAYAIbHBIX OCOOEHHOCTEH 30POBBS
00y4aroImerocs.

2.2. Pacnpenenenue 4acos 1o (popmam u nepuosam o0ydeHus

OO0111e€ KOJITUYECTBO YaCOB
= CaMOCTOS-
dopma 2 8 6 - o
> | 2 JeKnu- | mabopa- | MpaKTH- | TEIbHOU opma
o0yueHus 2 3 BCEro
3 OHHBIX | TOPHBIX | YecKuX | paboThHI + KOHTPOJIS
KOHTPOJIb
Ounas 4 7 34 - 34 76 144 3K3aMeH
OuHo-
4 8 10 - 10 124 144 3K3aMeEH
3a04Hast

3. [EJU JUCHUTUIAHBI

Hens aucuummunsl «MHpOpMannoHHas 0e30MacHOCTh W 3aliuTa HHGOpMAIMM» —
(dhopmMupoBanue y Oyayuiero cenuaiiucTa B cepe J0KyMEHTOBEICHUS U apXUBOBEICHUS 3HAHUIA,
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YMEHHI W HaBBIKOB, MO3BOJIIONIMX TPHHAMATh peHIeHus B cdepe HHOOPMALUOHHOM
0€30IaCHOCTH.

3agaun: 1) O3HaKOMHUTBCS C HOPMATUBHO-TIPABOBBIMH TPEOOBAaHMAMHU K 3aIlUTE
JOKYMEHTHPOBAaHHONH HMH(poOpManuu U apxuBoB; 2) M3yuuts cneuuduky uHGOPMAITMOHHON
0€301acHOCTH B apXUBHOM M JJOKYMEHTOBEIUECKOH eaTebHOCTH; 3) OCBOUTH METOMBI 3aIUThI
apXMBHBIX JIOKYMEHTOB M oOecredeHrne ux coxpaHHoOCTH; 4) [ToHATh MPUHIUNBI OpraHU3aLNN
paboThl ¢ 3aIMINEHHBIMA MH()OPMAIMOHHBIME pecypcamu apxuBoB; 5) [IpuoOpectn HaBBIKH
BBISIBJICHHSI YTPO3 U MPEAOTBPALICHHS yTEUYEK apXUBHON HH(DOpMAIu.

4. KOMIIETEHIIMY OBYYAIOINEI'OCH, ®OPMUPYEMBIE B PE3VJIBTATE
OCBOEHUMA KOMITOHEHTA OBPA3OBATEJIbBHOU ITPOI'PAMMBI, X NH/IMKATOPDBI
N INTAHUPYEMBIE PE3VIJIbTATBI ObYUEHUA

Komnerenuu WNHaukaTopsl Pe3ynbTaTsl 00yueHus

[1K-6. Cnocoben I1K-6.2. [1K-6.2.1 3HaeT OCHOBBI pa3paOOTKH IMOIUTHKH

OpraHU30BBIBATH JleMoHCTpHUpYeT MH(POPMALIMOHHOM 6€30MMacHOCTH.

COTNIPOBOXKICHUE CIOCOOHOCTH [IK-6.2.2 VYmeer pa3pabaTeiBaTh TOKYMEHTHI

uQpoBoi pa3pabaTbIBaTh «[lomutnka wuH(pOPMAIIMOHHON O€30IacHOCTHY,

TpaHnchopmanuu TIOJIUTHKY «Crienanu3upoBaHHasi OJUTUKA (110 00J1acTAM

JOKYMEHTUPOBAHHBIX | HH)OPMAIIMOHHON | IPUMEHEHUS )».

chep nesTeIbHOCTH 0€e30I1aCHOCTH [1K-6.2.3 Bmaneer npueMaMu 3aIUTEI

OpraHu3anuu uHpOpMaIUn B npodecCHOHATBLHON
JESITEIbHOCTH.

S. [TPOT'PAMMA JTUCHHUITIINHBI

Haspanue Temsl KpaTkoe conepxaHue TeMbl (BOIPOCHI TEMBI)
OcuoBuble oHATHS | 1.1. OCHOBHBIC TIOHATHS 3aUTHl HH(GOPMAIMH W HH()OPMAITMOHHON
U aHallu3 yrpo3 0€30MacHOCTH
WHPOPMAITMOHHON 1.2. Ananu3 yrpo3 nndopmamoHHOM 0€30MacHOCTH
0e30MacHOCTH 1.3. Cnoco6bl o0ecnieueHus 6e30macHOCTH HH()OPMAIIMOHHBIX CHCTEM
[lonutuka 2.1 IonuTrka THPOPMAITMOHHOM 0€30MaCHOCTH
nH(OPMAITMOHHON 2.2. YpOBHH MOJUTHUKHA O€30MMaCHOCTH
0€301acHOCTH 2.3. CtpyKTypa MOJIUTUKU 0€30IaCHOCTH OpPraHU3aIIH

2.4. ba3zoBas monuTHKa 0€30MaCHOCTH

2.5. Cnenuanu3upoBaHHBIC TTOTUTHKU 0€30MaCHOCTH

2.6. IlonmuTHka JOMyCTUMOTO UCIIOJIH30BAHUSI.

2.7. IlonuTrKa yAaJleHHOrO 10CTyIa.

2.8. IIpouemypsl 6€301IaCHOCTH

2.9. lIponenypa pearupoBaHusi Ha COOBITHSL.

2.10. Tlponienypa ynpaBieHus: KOH(GUTYpaITieH.

2.11. Pa3paboTka NOIUTUKN O€30aCHOCTH OPTaHU3AIIH
2.12. Opranuzarnust ”HOOPMAITMOHHOM 0€30MaCHOCTH OaHKa
Kpunrorpaduaeckas | 3.1. OCHOBHbBIE TOHATHS KpUNITOTpadruecKoi 3aluThl HHGOPMAITUH.
3aluTa 3.2. Knaccudukanuss Kpunrorpaduueckux aaropuTMOB.
nHbopmanuu 3.3. DnektpoHHas 1UdPOBas MOAMKCH.

3.4. OcHOBHBIC TIPOLIEAYPHI ITU(GPOBOI TOITUCH.

3.5. AnroputMm mudposoit noanucu 'OCT P 34.10-94

3.6. Anroput™m rudpoBoit moamucu ECDSA.

3.7. Crannapt uudposoit noanucu I'OCT P 34.10-2001.
3.8. YnpapieHue KpUNTOKIIOYaMHU.
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Wnentudukarmus,
ayTeHTU(UKALIMS 1
yIpaBlieHUE
JIOCTYIIOM

4.1. AyteHTuUKaIMs, aBTOPU3ALUI U aIMUHUCTPUPOBAHUE JICUCTBUI
MI0JIb30BaTENEH.

4.2. Ayrentudukanys Ha OCHOBE MHOTOPa30BBIX ITAPOJICH.

4.3. AyteHnTudukamnus Ha OCHOBE OHOPA30BBIX MapOJICi.

4.4. Unest ctporoii ayTeHTHPHUKAIIHS.

4.5. Ctporas nByxdakTopHas ayTeHTU(UKAITHS.

4.6. IlpumeHenue cmapT-KapT.

4.7. Ilpumenenne USB-TOKeHOB.

4.8. Ocobennoctu ucnoiab3zoBanus PIN-kona.

4.9. Kpunrorpadudeckue mpoTOKOJIbI CTPOTOil ayTeHTH(PHUKAIIUH.

4.10. buomeTpuyeckasi ayTeHTU(UKALMS [10JIb30BATES.

4.11. VYmnpaieHue AOCTYIIOM II0 CXEM€ OJHOKPAaTHOTO BXOJa C
aBTopm3anueit Single Sign-On.

4.12. IIpocras cuctema ogHOKpaTHOro Bxoja Single Sign-On.

4.13. Cucremsl ogHOkpaTHOTro BXxoaa Web SSO.

4.14. SSO-poAYKTHI YPOBHSI PEATPHUSATHSL.

3amura
JJIEKTPOHHOTO
JIOKYMEHTO000poTa

5.1. KoHuenuus 3J1eKTPOHHOTO JJOKYMEHTOO00POTa.

5.2. OCoOEHHOCTH 3aIUTHI JIEKTPOHHOTO TOKYMEHTO000pOTA.
5.2.1. Yrpo3ssl st CO/1

5.2.2. Cpencrtna 3amutbl COJ]

5.3. 3ammura 6a3 TaHHBIX

5.3.1. OcHOBHBIE THIIBI YTPO3

5.3.2. Mertonsl u cpenctpa 3amuTsl CYBJ]

5.3.3. Cpenctaa 3ammutsel CYBJ] Microsoft Access

5.3.4. Cpencrra 3amutel CYB]] Oracle

5.3.5. 3amumIneHHbIH JOCTYII K 0a3aM JTaHHBIX

5.4. 3amura KOpopaTuBHOIO OYTOBOTO JOKYMEHTOO0OpOTa
5.5. 3amuTa cucTeMbl JIEKTPOHHOTO JoKyMeHTooOopoTa DIRECTUM
5.5.1. ®ynkuuoHanbHbie Bo3MoxkHOCTU cuctembl DIRECTUM
5.5.2. Apxutekrypa cuctembl DIRECTUM

5.5.3. YrpaBneHue 31eKTPOHHBIMU JOKYMEHTaMU B CUCTEME
DIRECTUM

6.

CTPYKTVYPA U COAEPXAHUE JUCLHUITIMHDBI

6.1. ®opwma obyuenwus — ouHasi, Kypc — 4, cemectp — 7

HanmenoBanus paszaesnos u teM Kosmiectso acos
pasi Jlexkn. | JlaGop. | Ilpakr. | CPC+K | Beero

Tema 1. OCHOBHBIE TOHATHS U aHAIIU3 YTPO3 -

. 6 6 17 29
nHGOPMAIIMOHHON 0€30IMaCHOCTH
Tewma 2. [Tonutrka HHPOPMALTMOHHON 8 - 8 13 29
0e301acHOCTH
Tema 3. Kpunrorpaduyeckas 3ammra 4 — 4 20 28
uHbopMaluu
Tewma 4. Unentudukanus, ayreHTudUKams 8 — 8 13 29
Y YIIPaBJIEHHUE JOCTYIIOM
Tema 5. 3amura 31€KTPOHHOTO 8 — 8 13 29
JIOKYMEHT0000pOTa
HUTOI'O 3A CEMECTP 34 — 34 76 144
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®dopma 00yueHus — OYHO-3a04Has, Kypc — 4, cemectp — 8

HaumenoBanust pazenoB u Tem Koupiectso Hacos
pas Jleku. | Jla6op. | Ipakr. | CPC+K | Beero

Tema 1. OCHOBHBIE IOHATHS U aHATIU3 YIPO3

. 2 - 2 25 29
nHGOpMaLlMOHHON 06€30MacCHOCTH
Tewma 2. Ilonutnka nHGOPMAITMOHHOM 5 3 5 o5 29
0€3011acHOCTH
Tema 3. Kpunrorpaduyeckas 3amura 2 B 5 24 8
uHbopMaIuu
Tema 4. Unentudukanus, ayreHTUGUKAIMS 5 B 5 o5 29
Y YIPAaBJICHHUE JTOCTYIIOM
Tema 5. 3amura 3J1€KTPOHHOTO 5 3 5 o5 29
JIOKYMEHT0000pOoTa
NUTOI'O 3A CEMECTP 10 — 10 124 144

7. OLEHOYHBIE MATEPUAJIBI (CPEACTBA) UL TEKYILIEI'O KOHTPOJIA
YCIIEBAEMOCTU, IPOMEXYTOYHOU ATTECTALIMN

7.1.  KoHTpoJyibHBIE BOIIPOCHI

1.Chopmynupyiite noustue napopmarmonHoi 6e3onacHocta UC.

2.00bsICHUTE TOHATUS  [EJIOCTHOCTH, KOH(PHUICHIMATBLHOCTH U
uHpOpMaIUY.

3.00bsicHUTE TOHATHS UICHTH(PUKAIINH, ayTCHTH(PUKAIINA U aBTOPU3AIIUN TTOJIH30BATEIS.
Kaxk onu B3aumocBsizanbi?

4. YxaxuTe OTJINYUS CAHKIIMOHUPOBAHHOT'O IOCTYTa OT HECAHKLIIMOHUPOBAHHOIO JOCTYTIA
K HHpOpMAaLUH.

5.ChopmynupyiiTe onpeaeacHre MOJUTUKH 0€30IMaCHOCTH.

6.Chopmynupyiite  0ocOOEHHOCTH  W30UpATETHLHOW U
0€30MacHOCTH.

7.00BsicHUTE TIOHATHE «yTrpo3a 6e3omacHocTH UC».

8. YkaxuTe OCHOBHbIE PU3HAKH KJIacCU(UKAIIMK BO3MOXKHBIX yrpo3 0e3onacHoctu HC.

9.KaxoBbI 0OCHOBHBIE BUIBI yrpo3 OezonacHoctu MC 1o nenu u creneHu Bo3aeicTBus?

10. JlaiiTe KpaTKyl0 XapaKTEpPUCTUKY yrpo3 0€30macHOCTH, 0003HAYAEMbIX TEPMUHAMHU:
(TPOSTHCKUI KOHBY», BUPYC)», KICPBHY?

11. Tlepeuncnure U naiTe KPaTKyr XapaKTEPUCTUKY OCHOBHBIX METOOB pealn3allid
yrpo3 nHPOPMAIMOHHOH 0€301MacHOCTH.

12. O6pacHuTe CyTh KOMIUIEKCHOTO TMOAX0Aa K obecrnedeHuo WHGOPMalnOHHON
6e3onacuoctu UC.

13. O6psacHUTE TOHATHE IIOJTUTHKA 0€30MAaCHOCTH OPTraHU3alumy.

14. Kakue pasnensl JOJDKHA COJACpPXKaTh JOKYMEHTIBHO OGOpPMIICHHAS TOJUTHKA
6e3omacHocTH?

15. Kakue npo0Oiemsl peniaeT BEpXHU ypOBEHb MOJIUTUKH 0€3011acHOCTH?

16. Kakwue 3aaun periaet CpeIHUui YpOBEHb MOJIUTUKN O€30MacHOCTH?

17. KaxkoBbl 0COOEHHOCTH HUKHETO YPOBHSI MMOJIMTUKH O€3011acHOCTH?

18. Copmymnupyiite 00513aHHOCTH PYKOBOJAUTENEH MOIpa3esieHui, aIMUHUCTPATOPOB U
OJIB30BATENICH P peaTu3aliy MOJUTUKH 0€30TaCHOCTH.

19. OnumuTe CTPYKTYpY MOJUTUKHA O€30MaCHOCTH OPTraHU3aIIHH.

20. YTo mpeacTaBisIIOT cO00# CrielraIn3upOBaHHbIC TIOJTUTHKA 0€30MTaCHOCTH?

21. [lpuBenuTe HECKOIBKO MPUMEPOB CHEIUATU3UPOBAHHBIX MOJTUTUK OE30MACHOCTH C
ONHMCAaHHUEM UX 0COOEHHOCTEH.

22. Yrto npeAcTaBisoT co00i mporenypbl 0e30macHOCTH?

JOCTYIIHOCTHU

HOJIHOMOYHOU  ITOJIMTUKU
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23. [IpuBenure HECKONBKO MPUMEPOB TNpoleayp Oe30MacHOCTH C OINHCAaHHUEM HX
0CcoOeHHOCTEH.

24. ChopmynupyiTe OCHOBHBIC JTambl  Pa3paOOTKH  TMOJUTHKA  OE30IaCHOCTH
OpraHu3alug.

25. YUto Takoe kpurrorpadus?

26. JlaiiTe ompeneneHuss CICAYIONUX TOHATUN: KPUNTOTPAMMa, KPUITOAITOPHTM,
KpUIITOCHUCTEMA.

27.B 4YeM COCTOMT KOpEHHOE pa3iuyhe CHUMMETPHYHBIX U aCHMMETPHYHBIX
KpPUITOCUCTEM?

28. OxapakTepHu3ylTe YeThIpe OCHOBHBIX PEKHMAa PabOTHI OJIOYHOTO aNTrOPUTMA.

29. Pacckaxxute 0 crocobax KOMOWHUPOBaHUS OJOYHBIX AJITOPUTMOB JJISl IMOJYYEHUS
QITOPUTMOB ¢ 00Jiee JITMHHBIM KIIF0YOM, CPABHHUTE MX MEKIY COOOH.

30. KakoBbl OCHOBHBIE XapaKTEPUCTUKH U PEKHUMBI PaOOTHl OTEYECTBEHHOI'O CTaHAapTa
m(poBaHUs JAHHBIX?

31. ChopmynupyiTe KOHLEMIIUIO KPUITOCUCTEMBI C OTKPBITBHIM KIIOYOM?

32. Jlaiite  ompenerneHue  OJHOHANpaBICHHOW (yHKuuU. [lpuBenaute mpUMEpPHI
OJIHOHAMPABIEHHBIX (PYHKIIHIA.

33. KakoBbl 0COOCHHOCTH OTHOHATNIPABICHHBIX (DYHKIIHNA C «IIOTAHHBIM XOI0M»?

34. Ha uem OCHOBBIBAETCS HaJIEKHOCTh KpUMNTOANTropuT™Ma Imudposanust RSA?

35. OnmmuTe 1BE OCHOBHBIE MPOIEAYPHI, OCYIIECTBISIEMBIE CHUCTEMOH JIIEKTPOHHOM
nuGpoBON NOAMKUCH AJIS TOATBEP>KACHHS OUIMHHOCTH 3JIEKTPOHHOTO JJOKYMEHTA.

36. OnMmmuTe OTCYECTBEHHBIH CTaHAAPT UUPPOBOW  TOANMKCH, YKAKUTE €ro
MIPEUMYIIECTBA [0 CPABHEHUIO C AITOPUTMOM LinppoBoii noanucu DSA.

37. KakoBo Ha3HaueHHE XAII-QYHKIMHA W KaKUM TPEOOBAHWSAM JOJKHA YIOBIETBOPSATH
KauecTBeHHas XduI- pyHKuus?

38. Kakum 00pa3oM KOMOWHUPOBaHHBI METOX IH(PPOBAHHUS TIO3BOJISIET COYETAThH
JIOCTOMHCTBA ACHUMMETPUYHBIX M CHMMETPUYHBIX KpunrtocucreM? ONUIIUTE MPOTOKOJ
peanuzany KOMOMHUPOBAHHOTO METO/1a HIM(PPOBAHUSI.

39. Onummre paboty anroput™a udpdu - Xonnmana. YKakuTe JOCTOMHCTBA ATOTO
ITOpPHUTMA.

40. KakoBo Ha3zHaueHHe MHQPPACTPYKTypbl OTKpbIThIX Kitoued PKI?  Onumunre
¢dyuknronupoBanue nHdpactpyktypsl PKI.

41. Jlaiite ompenereHUs TOHSATHI: HISHTUUKALWS, ayTEHTU(UKAINS, aBTOPU3AIINS,
aIMUHUCTpUpOBaHUE. UTO MOHUMAIOT MO peleHueM 3aaad AAA?

42. Kakue 3a1auu pemraer moAcucTeMa yrpaBieHus uaeHtudukamnueit u gocrynom [AM
(Identity and Access Management)?

43. Ha kakue KaTeropuu MOXKHO pa3JesIuTh MPOIeCcChl ayTeHTH(PUKALUN B 3aBUCUMOCTH
OT CYIIHOCTEH, IPEIbABISEMBIX MOIH30BATENIEM AJIsl TOITBEP)KICHUS CBOCH MOAIMHHOCTH?

44. TlepeuncanTe OCHOBHBIE aTaKW HA MIPOTOKOJIBI Ay TEHTH(PHUKAIINY.

45. Onumure MeToJ ayTeHTH(PHUKAIMM Ha OCHOBE MHOTOpPa30oBbIX Maposeil. KakoBsl
HEJ0CTAaTKU 3TOro MeToia’?

46. OnumuTte MEeToJ ayTeHTHU(HUKAIIMK HA OCHOBE OJHOPA30BBIX MapoJjeil. KakoBbl ero
JIOCTOMHCTBA U HEOCTATKU?

47. ChopmynupyiiTe ONpUHIUI cTporoil ayTeHTUukanuu. ONUIIWTE THUIBI MPOLEIYP
CTpOTOH ayTeHTU(UKAIINH.

48. O0bscuuTe HazHadeHne PIN-ko1a 1 0COOEHHOCTH €ro UCIIOJIb30BaHMUS.

49. O6psacHUTEe MpUHIUT PabOTHI ABYX(akTopHOH ayreHTH(uKanuu. Kakue BHemHue
HOCHUTENU MH(YOPMAIMH UCTIONB3YIOTCS IS IBYX(aKTOPHOW ayTeHTHU(UKAIIMU TOIB30BaTENeH?
KakoBbI JOCTOMHCTBA 3TOTO METO/1a Ay TeHTU(DUKAITIH?

50. Onumure (HyHKIIMOHATBFHOCTD U XapaKTePUCTUKH cMapT-KapT u USB-TokeHOB.

51. Onmmmwure MeTo bl OMOMETPUIECKON ayTeHTU(UKAMHU T0Ib30BaTeNst. UTo 03HAYAIOT
KO2(pPUITMEHT OMMUOOYHBIX OTKA30B U KOO OHUIIMEHT OIMTMOOYHBIX MTOATBEPKICHUN?
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52. TlosicHUTEe TPUHIMIT YOPaBICHHUS JOCTYIIOM II0 CXEME OJHOKPAaTHOTO BXOJa C
aBTopmu3anueit Single Sign-On.

53. YKkaxxuTe MNPEeUMyIIEecCTBa DIIEKTPOHHOTO TOKYMEHTOOOOpOTa 10 CPaBHEHUIO C
OyMaXHBIM JJOKYMEHTOOOOpPOTOM. YKaKHTE pPA3JIMYusg MEXIy TOHATHAMH «CHUCTEMa
3JIEKTPOHHOTO IokyMeHToobopoTay (CDJ1) m ECM (Enterprise Content Management).

54. Oxapaktepusyire 0a3oBbIe COCTABJISIOIINE CUCTEMBI 3JIEKTPOHHOTO
JIOKyMEHTO000pOTA.

55. Onumure (GyHKIMOHATBLHOCTh MOJCUCTEMBI aBTOMATH3AIlMU YIIPABJICHUS TOTOKaMHU
pa6ot (WorkFlow).

56. Ykaxxute  OCOOCHHOCTHM  TOCTPOCHUS U (YHKIMOHUPOBAHUS  CHUCTEMBI
pacIpeielIeHHOr0 3JIEKTPOHHOI0 IOKyMEHTO000pOoTa.

57. HazoBute yrpo3sl mH(pOpMarnmonHoi OezonmacHoctr it COJ] u oxapakrepusyite
UCTOYHUKHU ATUX YTPO3.

58. Kakne ¢yHKIMU IOIKHBI OBITH peaan30BaHbl CPEICTBAMHU 3aAIIUTHI MHPOPMALUH
cona?

59. HazoBuTe OCHOBHBIC YTrpo3bl HHPOPMAITMOHHOM 0€3011acHOCTH 0a3 TaHHBIX. Y KOXKUTE
MeTobl U cpenctBa 3amuTel CYB/I.

60. Onpenenure nousitue «KRAID-maccuy. [losicaure ocobenHoCTH TprMeneHust RAID-
maccuBoB B CYB/I.

61. CpaBaute Bo3zmoxkHocTH cpectB 3ammThl CYB/] Microsoft Access u CYB/] Oracle.

62. Oxapakrepu3yiTe METOABbl M CpPEACTBAa 3AIIUThl KOPHOPATUBHOIO IMOYTOBOTO
JIOKyMEHTO000pOTA.

63. Onumure QyHKIMOHAIbHBIE BO3MOKHOCTH U apPXUTEKTYpPy CHCTEMBbI 3JIEKTPOHHOTO
nokymenroobopora DIRECTUM.

64. Oxapakrepu3yiTe MNpHEMbl M METOJbl 3aIIMTHl, pPEATU30BAaHHBIE B CHCTEME
DIRECTUM.

2.1.Temsl noknanoB (pedepaton)
. Uctopus pazButust ”HGOPMAITMOHHON O€30MTaCHOCTH
. ACTIeKTbI KOH(UACHIUAIBHOCTD, LIEJIOCTHOCTD, JOCTYITHOCTh
. Kmaccudukarus nadopmaruu mo cTerneHu CeKpeTHOCTH
. [Tukt xKu3HeIesATeIbHOCTH MH(OPMAIIMOHHOM 0€30MacHOCTH
. OCHOBHBIE HaIIpaBJIECHUsI COBPEMEHHOMN KpunTorpaduu
. Knmaccuueckue anroput™Mbl CHMMETPHUYHOTO MIM(POBAHUS
. AcUMMeTpHUYHbIE KPUIITOCHCTEMBI
. [Ipumenenne xsm1-hyHKIMNA
9. KBanToBas kpurnrorpadus
10. IIpoToKoIBI ayTeHTUDUKATIH
11. buoMerpudeckrue MeTOAbI ayTEHTU(HUKAITIT
12. IlpuHImne! ynpaBiaeHUs 10CTYIIOM
13. YopaBnenue uaeHTU(PUKATOPAMU U YIETHBIMH 3aITUCSIMU
14. TIpoTOKOIIBI 321U TH HH(OPMAITUH B CETH
15. MeTtoapl ceTeBOM 3aIIUTHI
16. be3omacHOCTh B 00JIaUHBIX BEIYMCICHUSIX
17. Knaccudukammst Kuoepyrpos
18. MeTozp! 3aIUTHI OT (PUIIUHTOBBIX aTakK
19. CereBble aTaku U METOJIbI UX BBISIBIICHUS
20. IlonaTue counaabHOW HHKEHEPUU
21. bezonacHOCTh MEAUIIMHCKUX WH(OPMAIITMOHHBIX CUCTEM
22. NUndopmanrioHHast 6€301MacHOCTh B (PMHAHCOBOM CEKTOpE
23. 3anmTa uH(GOPMALIMY B TOCYAAPCTBEHHBIX OPraHU3aINAX

01N DN B W —
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24. be3onacHOCTh MOOMITBHBIX YCTPOWCTB

25. HTeMmeKTyaabHble CUCTEMBI B MHOPMAITMOHHON 0e30MacHOCTH
26. Internet of Things u 6e30macHOCTh

27. IlpaBoBbIe aceKThl HH(POPMATMOHHOW OE€30MaCHOCTH

2.1.06pazen copepkaHus 3K3aMEHAIMOHHOTO OujeTa

B ciyuae BeneHust yueOHOro mpoiiecca ¢ MCIOJIB30BAaHUEM 3JIEKTPOHHOTO OOYYEHHUS U
JTUCTAaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJOTHH, Colep)KaHue OuiieTa MOXKET OTJIMYaThCS OT
MIPUBEJICHHOTO.

DK3AMEHAIIMOHHBIN BUJIET Ne 1

1. YpoBHU NOTUTHKU OE30MIaCHOCTH.
2. YTpO3Bl 715l CHCTEMBI AJIEKTPOHHOTO JJOKYMEHTO000POTA.

8. PACIIPEJEJIEHUE BAJIJIOB, KOTOPBIE ITOJIYUAIOT OBYYAIOUIMECA

OneHka pe3ysibTaTOB OOyYEHHUS IPOBOJUTCS HAa OCHOBE HAKOMMUTEIBHOW CHCTEMBI,
KOTOpasi oOecrneynBaeT yueT HHAUBUAYAIbHbBIX TOCTHKEHUN 00yJaroIerocst U 0Tpa)xaeT ypoBEHb
OCBOCHMS UM KOMITETEHIIUH, IPelyCMOTPEHHBIX paboueil mporpaMMoin TUCIUITIIUHBI.

[lo mucrumuiiHE NPEAyCMOTPEHBI CJEIYIOIIME BUIbl KOHTPOJISL: TEKYLIMH KOHTpPOJIb
(oueHMBaeT pa3nUYHBIC BH/IBI Ay AUTOPHON U BHEAYAUTOPHOHN yueOHOW NESATEILHOCTH CTY/ICHTA);
MIPOMEXYTOUHasl aTTecTalys (OLEHUBAET ypPOBEHb M KauyeCTBO MOATOTOBKH IO JUCLUIUIMHE B
nenoMm). Tekymmid KOHTPOJIb OCYIIECTBISETCS B TEUEHHE CEeMecTpa IO KaXJIOMy pasfeny
JUCLUIUIMHBL U TpeJoyiaraeT HauucleHHe OaljioB 3a BBIIOJHEHHE Pa3IMYHBIX BHUJOB padoT,
BKIIIOYASl  Op2aHU3AYUOHHO-YYeOHYI0 pabomy 6 ayoumopuu (BBIIIOJTHEHHE J1IaOOPATOPHBIX,
MPaKTUYECKUX M KOHTPOJBHBIX paboT, ydyacTue B OOCYXKIEHUSX, U JIP.) U CAMOCMOAMENbHYIO
pabomy (BBIOJIHEHUE IOMALTHUX, HHAUBUYaJIbHbBIX, IPOCKTHBIX 3a/1aHUH U TIp.).

Ilpomesicymounas ammecmayus TO JTUCHUIUIMHE TNPOBOIUTCS B (GopMe 5K3aMeHa,
KOTOpBIM BKJIFOUAET OTBEThl HA TEOPETUUYECKHUE BOMNPOCH M PEIICHWE NPAKTUYECKUX U
TEOPETUUECKHUX 3a/1a4.

OneHuBaHME TEKYLIErO KOHTPOJS M NPOMEXYTOUYHOW aTTECTAlUM IPOBOAMUTCS I10
HaKONMUTENBbHOW cucteme. MToromas orneHka ¢opmupyercss Kak CyMMa OasljioB, MOJYyYEHHBIX

CTYJEHTOM 3a TEKYLIHI KOHTPOJIb M 3a IMPOMEXYTOUHYIO aTTECTALHIO 32 CEMECTP (MAKCUMYyM
100).

2.1.®opma oOyueHus — oyHas, Kypc — 4, cemectp — 7

Howmepa paznenos Bunsl padot Maxcnmanbioe
KOJIMUECTBO 0auioB
Texywuii KOHMPOIb 60
OpranuzannoHHO-yueOHast paboTa B ay TUTOPHH 40
1 (mpakTu4eckue paboThi)
CamocTrosTenpHas paboTta (JJoMaIrHue 3a1aHus, 20
WHUBUyanbHas padoTa, pedepar)
Ilpomesicymounas ammecmayus (3K3amen) 40
OO0muit UTOT 33 ceMecTp 100
8.2.dopma 00ydeHHS — OYHO-3a09Has, Kypc — 4, cemectp — 8
MakcumanbHOE
Howmepa paznenos Bunet pabor KOJIM4YECTBO
0aoB
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Texywuii KOHMpoL 60

1 KomruiekcHas npakTuueckas pabora 60
IIpomescymounas ammecmayusi (9K3ameH) 40

OO11Hii UTOT 33 CEMECTp 100

CooTBeTCTBUE OAIOB OLIEHKE

O1ieHKa 110 NATHOAUILHOM IIKaJIe
Komryectso bazuios ECTS Dx3ameH, nuddepeHITpOBaHHBIN
n3 100 ’ 3ager
3a4eT
90-100 A OTJINYHO
80-89 B
75-79 C XOpoto 3a4TCHO
70-74 D
60-69 E YIOBIIETBOPUTEIIEHO
35-59 FX HEYOBJICTBOPUTEIHHO HE 3a4TEHO

9. MATEPUAJIBHO-TEXHUYECKOE OBECIIEHEHHME YYEBHOI'O ITPOLHECCA

VY4yeOHble 3aHATHS TPOBOJATCS B B 8-M yueOHOM Kopiryce (T. JloHenk, yi. YearocKHHIIEB,
n. 198 a) yauepcuteta. st mpoBedeHUs J1abOpaTOPHBIX 3aHATHNA TpeOyeTcs ayauTopus,
00OpyIOBaHHAsI MEJIOBOM MM MapKEepHOH IOCKOW, MYJIbTUMEIUNHHBIA MPOEKTOp W JKpaH,
HOYTOYK, KOMIUIEKT y4eOHOIl MeOenu Al CTYJeHTOB, pabouee MECTO MpernojaBaTelis, BHIXO B
WHTepHeT — MpOBOAHOM WK ¢ uctoib3oBanueM Wi-Fi.

Jnst caMoCTOATENbHONM pabOThl HCIOJIB3YIOTCS TEKCTOBBIE U JJIEKTPOHHBIE PECYPCHI
Hayuno#i OMOIMOTEKM YHUBEpCUTETa U JPYTUX DJICKTPOHHBIX OHOIMOTEYHBIX 0a3 JTaHHBIX,
y4eOHO-MeTOoIuYecKoe oOOecreueHue, MpPe/ICTaBIeHHOE B Y4YeOHO-METOIUYECKOM KaOuHeTe
I'maBHoro xopmyca (ayn.405).

OOyuyaronuecss HMMEIOT BO3MOXHOCTh HCIIOJIb30BATh Y4YeOHbIE MaTepuajbl 110
TUCIUIUINHE, pa3MmeinleHHbie Ha tuiatrgopme Moodle LlenTpa aucTaHmMOHHOTO 00pa3oOBaHUs
OI'BOY BO «/loul'V». [Ipu uzyyeHur IUCUUIUIMHBI IPUMEHSIOTCS 3JIEKTPOHHOE O0ydYeHUe U
JTMCTaHIIMOHHBIE 00pa30BaTEIbHBIC TEXHOJIOTHH.

C  ucnonbp30BaHMEM  pecypcoB  IIAT(OpPMbl  JUCTAHLMOHHOTO  OOpa30BaHMS
OCYIIECTBIISIETCS TEKYIIMH KOHTPOJb 3HAHUN OOYy4aroUIMXCs Ha OCHOBE TECTUPOBAaHUS U
MIPOBEPKHU PE3yIbTATOB CAMOCTOSATEIHHON paOOTHI.

10. PEKOMEHAYEMA JINTEPATYPA

10.1. OcHoBHas JuTepaTypa

1.Kopenxuii, B. I1. Undopmanmonnas 6e30macHOCTh U 3amuTa HH(popManum : yueOHoe
nocobue / B. I1. Kopeuknii. — Mocksa : PTY MUPDA, 2025. — 479 c. — ISBN 978-5-7339-
2775-6. — Tekct : snexTpoHHbIH // JlaHb : 3nekTpoHHO-OMONMoTeuyHas cucrema. — URL:
https://e.lanbook.com/book/515271 (mara ob6pamenus: 08.04.2026). — Pexum noctyma: st
aBTOPU3. MIOJIb30BATENEH.

2. bacaprus, A. A. InpopmarimonHas 6€301MacHOCTb U 3alliTa UH(QOPMAILIMHY : TPAKTUKYM
: yueOHoe mocobue / A. A. bacaprun. — HoBocubupck : CI'YT'uT, 2024. — 80 ¢c. — ISBN 978-
5-907711-75-4. — TexcT : 21eKTpoHHBIH // JIaHb : 3eKTpoHHO-0nOIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/484910 (mata oOpamenus: 08.04.2026). — Pexum goctyma: s
aBTOPH3. TIOJIb30BATEIICH.
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10.2. JdomoaHuTe bHAasI JIUTEPaTypa

1. Pauenxo, T. A. Undopmanmonnas 6e30macHOCTb : yueOHO-MeToauueckoe nmocooue / T.
A. Pauenko. — Tonestra : TI'Y, 2024. — 135 ¢. — ISBN 978-5-8259-1612-5. — Texkcr :
anekTpoHHb  //  JlaHb : JJIEKTPOHHO-OMOIMOTEYHAsT ~ cHUCTeMa.  — URL:
https://e.lanbook.com/book/427130 (mara oOpamenus: 08.04.2026). — Pexum noctyma: st
aBTOPU3. IIOJIb30BATEIICH.

2. MadopmanrionHast 6€301acHOCTb OTKPBITHIX CUCTEM : yaeOHoe nocooue / B. I'. )Kykos,
H. 1O. [Tapotbkun, B. A. Mopo3zos, 1. A. JIyoxun. — Kpacnosipck : Cuol'Y um. akagemuka M.
®. Pemetnéna, 2024. — 78 ¢. — Tekcr : anekTpoHHbIH // JIaHb : 3JEKTPOHHO-OMOIMOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/479324 (nata obpamenus: 08.04.2026). — Pexum
JIOCTYTIA: JIISl aBTOPU3. TIOJIb30BATEIICH.

3.MudopmanmronHas 0e30mMacHOCTh [DJIEKTPOHHBIN pecypc] : (MMCbMEHHast crpaBka) /
[cocT. H. A. ®ecenko] ; Honenkuit Hau. yH-T, Hayu. 6-ka, CrpaB.-Oubnuorp. ota. — JloHenk :
JouHY, 2016. — anekrponnsie nanubie (1 daiin).

4. Kopeukwuii, B. 1. Uadopmanmonnas 6e30macHoCTh U 3amuTa uHGopmanuu : yueoHoe
nocobue / B. I1. Kopeukunii. — Mocksa : PTY MUPDA, 2025. — 479 c. — ISBN 978-5-7339-
2775-6. — Texct : »nekTpoHHbIHN // JlaHp : 37eKTpoHHO-OMOIMOTeuHas cuctema. — URL:
https://e.lanbook.com/book/515271 (mata obpamenus: 26.03.2026). — Pexxum goctyma: is
aBTOPU3. TIOJIB30BATENCH.

11. NHOOPMAIIMOHHBIE PECYPCBI

1. Hayunas snextponnas Oubiamorexka eLIBRARY.RU: caiit / H3b (00O0). —
Mockasa, 2000- . — URL: https://elibrary.ru (nara oopamenus: 08.04.2026). — Pexxum moctyma: st
ABTOPH30B. MOJIb30BaTENIEH. — T €KCT: IIEKTPOHHBIN.

2. Hayunasi 3sekTponHass 0mbamnorexka «KubepJlenmnkay: caiit / Acconuanus
«OtkpeiTast Hayka». — Mocksa, 2014- . — URL: https://cyberleninka.ru/ (mara oGpamienus:
08.04.2026). — Pexwum goctyma: CBOOOIHBIN. — TEKCT: 3JICKTPOHHBIH.

3. HauuonanbHas moamucka: cait / PIHHU. — Mocksa, 2020- . — URL:
https://podpiska.rcsi.science/ (mata oOpamenus: 08.04.2026). — Pexum nmocryma: st
aBTOpHU30B.1oNb30BaTeNnel JJoHl'Y. — TeKCT: 37eKTpOHHBIM.

4. HaunonanbHast 3JIEKTPOHHAA Oonodanorexa (H9b): benepanpHast
rocymapctBeHHass wHpopMaimonHas cucrema / MunuctepctBo Kyneryper P®; Poccuiickas
rocymapctBeHHast oudanoreka. — Mocksa, 2019- . — URL: https://rusneb.ru/ (nata oOpateHmus:
08.04.2026). — Pexxum goctyma: CBOOOIHBIN. — TEKCT: 3JEKTPOHHBIA.

S. Oo6pazoBarenbHasa miaargopma IOpaiit: caiit. — Mocksa, 2013- . — URL:
https://urait.ru/library/svobodnyy-dostup/ (mara ob6pamienus: 08.04.2026). — Pexum moctyma:
u3aHus CBOOOIHOTO JOCTYTIA, JUIsl aBTOPU30B. MOJIb30BaTENeH. — TeKCT: AIIeKTPOHHBIN.

6. OunexkTponHas oudamoreka PI'b: pa3nen caiita / PI'b. — TekcT: anmekTpoHHBIH //
Poccuiickas rocy/1lapCTBEHHas oubnmoTteka: ounmanbHeINA CauT. —
https://Idiss.rsl.ru/electroniclibrary. — Pexxum goctyma: TOHMCK CBOOOIHBIH, 3JIEKTPOHHBIC
NOKyMeHThI — Bupryansnsiii untansHbsii 3a51 PI'b Ha Teppuropuun Hb JloHI'Y.

7. DJ1eKTPOHHO-0uOIMoTeuHas cucteMa Jlansp: caiit / OBC Jlans. — C.-IletepOypr,

2011- . — URL: https://e.lanbook.com (nara oGpamienus: 08.04.2026). — Pexxum noctyna: n3ganus
CeTeBoii 27EKTPOHHOM OMOIMOTEKH, IJI1 aBTOPU30B. TIOJIb30BaTeNIe. — TEKCT: 3JIEKTPOHHBIN.
8. DJIeKTpPOHHO-0ubIuoTeuHas cucrema Jloul'Y: caiit / ®I'BOY BO «Jlonl'Y». —

Honenk, 2016- . — URL: http://library.donnu.ru/ (mata oopamenus: 08.04.2026). — Pexum
noctyna: cBOOOIHbIN. — TeKcT: 31eKTpOHHbIH.
9. DJeKTPOHHBI Katajgor Hayunoit 6ubmuoreku [lonl'Y: pasgen caiita / Hb

Houl'Y. — Tekcr: anexrponnsiii / DBC Joul'Y: caiit. — URL: http://library.donnu.ru/catalog/
(mata oopamenus: 08.04.2026). — Pexxum 1ocTyma: MOUCK CBOOOIHBIH, 3ICKTPOHHBIE TOKYMEHTI
— 115 nonws3oBatenen Jonl'y.
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10. Onextponnblii apxuB JouIl'Y: pa3nen caiita / Hb Jlonl'Y. — TekcT: a1eKTpOoHHBIN
/1 OBC Houl'V: caiit. — URL: http://repo.donnu.ru/ (nata obpamenus: 08.04.2026). — Pexum
J0CTyna: CBOOOIHBIM.

12. IIPOI'PAMMHOE OBECIIEYEHHME

1. PEJ OC, Astra Linux (OEM).
2. OpenOffice, LibreOffice.
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